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Research Scope

Quantcast Top 1 200+ CAPTCHA schemes analyzed

o e Scores of Websites for
Million Implementation

Known OCR Engines for
Classification

Custom Image Preprocessing

CAPTCHA
Schemes

Register User Pages
Recover Account/Password Pages
Contact Us and Feedback Pages

CAPTCHA
Implementations
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CAPTCHASs: More Than Just the

Image

Client(1)  GET /register.php Server @ (s;lrzesaéelgNlD for

the current

<html> ... <img src="/captcha.php”> ... </html> @ D fegiStrition
reques

(4)  GET /captcha.php + SESSIONID
Generate a

random

Return the CAPTCHA 6) CAPTCHA and
store in HTTP

Session

POST /verify.php + CAPTCHA Solution + Form Fields
@ Verify solution

SUCCESS, go to /success.php

9

Found FAILURE, go to Iregister.php
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From Here On...

Attacking
CAPTCHA
Schemes
with
TesserCap

Breaching
the Client
Side Trust

Server Side
Attacks

Let’s Play
Nice




Breaching the Client Side
Trust
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Hidden Fields, Client Side Storage

and More

O - |- oo

t *‘1~ A

Google

File Edit ‘iew Favaorites Tools

Help

W& —

L

Pleaze type the text

FOST
Host
Connection:
Content-Lengt
Cache-C
[Origin:

| login[1] - Mo
File Edit

Format]

I—— :

5ignu

eep-aliwe
h 1212

hp HTTP 1.1

User-Age
Content-Type: mu1t1part£fnrm data;

1 ApplewebkitsE35.1 (K
hnundary—————WEhK1tFDrmBD

< Tnput Types

ACCEpL:

text html  abblicationA<html+=ml,applicationml;g=0.

if{ document.frmBeg.captoha user.value == "7 M. l:' hD '} L t‘:.-‘IJ E=EW
document .getElementEyIdi"txtCaptcha™) . innerHTHL = "<img height='14' width='14' align='absmiddle'
sro= ! fr&nbsp;Please enter the text.™:
return false;
} .3
else I731laac; keyw=cacg]
{ LNI_MbR 2w E=dvM 23
document . getElementById("txtCaptcha™) . innerHTHL = *©;
i
if (document . frmBeg.captcha user.value == document.frmPeqg.captcha.value)
i - .Iall
docuwent . getElementById("txtCapteha™) inherHTHL = i
b
elae
i
document .getElementEyId | "txtCaptcha™) . innerHTHL = "<img height='14' width='14' align='skswiddle' [4_UWSEF "
sro=' ! f>&nbhap:Please enter the correct wvaue.":
return false:
i
|I DT T LT O T AT T T T o o T S ST T T
moantantabdicmorcdtdioans Ffoarmmedatoses momog—!'gr g geE!!

Found
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Hidden Fields, Client Side Storage

and More

+ Confirm Password

[ ———

File Edit Format

/GetCaptcha alneString=T09878" [pame="cptcha" />
<td width="40%">To help prevent span, please type The text you
u SCILII"CE <3pan class="error">*</spans
<fodx
o <td width="5%">&gnhsp: </ td>
I s ?D%" rowspan="2" style="text-align:left"><img src="
createlmage . phpfthisImage=RiglVFI="alt="Image created by a PFHPF script" width="150" he
== <td renbsp;<itd>
<itE> .
9 b IR . CAWIMDOWS\system 3 2\cmd.exe - irb

<tdr<input hame="humBlhe e
% class="form textfield" size="15" mwaxlength="5" 2

] [l source: Luxury Villas | &...

Tao help prevent spam, please type
the text vou see here, *

Found
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Arithmetic CAPTCHAs

Flaase answer this sitmple math questicn.

=+ = Post comiment

What Is & = 47 (requirec

Found
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Server Side Attacks
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CAPTCHA Rainbow Tables

Implementation Flaws

CAPTCHAs are not generated at runtime

Limited number of CAPTCHASs

CAPTCHAs are assigned static index values to
be referenced for verification and assignment

Observations

* One of the most popular implementation
« Seen On very high traffic websites
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CAPTCHA Rainbow Tables
Attacking Static CAPTCHA Identifier

Numeric Identifier | CAPTCHA m

0 95C7A 95C7A
1 58413 58413
2 o 9D3BF
3 soric 49F1C
4 ARB87 ABB87
99999 D498A D498A

Epund
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CAPTCHA Rainbow Tables
Attacking Static CAPTCHA Identifier

Alphanumeric Identifier| CAPTCHA m

udSqgsPvjxc6 95C7A 95C7A
9WzrowjPEq| 58413 58413
nm8SfvtEwpP SHanr 9D3BF
fespW5LVgNQ 49F1C 49F1C
dgLSB1CKJRJ ABBS7 ABB87
QmJF3TQazcH D498A D498A

Found
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CAPTCHA Rainbow Tables
Attacking Dynamic CAPTCHA Identifiers

CAPTCHA MD5 CAPTCHA W

68echb8867cd7457421c2ecal3227bffbd 95C7A 95C7A
84a78d24bc9637fcfb152f723b6e8e27 — 28413
84125db583d64c346d97a74fa9e53848 — 9D3BF
C6a1ed9477846568cdea62c97e389811 — 49F1C
E9fa81f69debe45bded/bbad4743a8a23 ARERT ABB87
B9df81916174d6577661e12859226366 D498A

D498A

Found
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CAPTCHA Rainbow Tables
Dynamic Identifiers and Changing Images

Write your custom solvers!




Chosen CAPTCHA ldentifier Attack

Client(1)  GET /captcha.php + SESSIONID

Pick a random
Server @ CAPTCHA

Identifier from
finite set of

<html> <img (CAPTCHA) + Identifier> (3) CAPTCHA

POST /verify.php + SESSIONID + Solution + Identifier

@ Use the
Identifier to
SUCCESS, go to next STEP retrieve

@ CAPTCHA
solution +

Verify solu
EAILURE, go to STEP 1 Y

Found
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CAPTCHA Fixation Attack

Client(1)

GET /captcha.php + SESSIONID

Server
@ Pick a random

CAPTCHAID
from finite set
HTTP/1.1 302 Moved Temporarily of CAPTCHA
Location: /get_captcha.php?id=captchalD @ values
GET /get_captcha.php?id=captchalD + SESSIONID @
@ ) Set CAPTC
ID or soluti
CAPTCHA in HTTP
Session

< CAPTCHA Verification >

Found
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CAPTCHA Fixation Attack

Client(1)

GET /captcha.php + SESSIONID

Server
@ Pick a random

CAPTCHAID
from finite set

HTTP/1.1 302 Moved Temporarily of CAPTCHA

Location: /get_captcha.php?id=captchalD @ values

GET /get_captcha.php?id=evil_ID+ SESSIONID _(5)
@ Set CAPTC
CAPTCHA 6) ID and/or

solution in
HTTP Sesg

< CAPTCHA Verification >

Found
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Persistent CAPTCHAs

Same CAPTCHA was returned for

any number of registration attempts

CAPTCHASs can be brute-forced

Professional Services A DIVISION OF McAFEE




CAPTCHA Re-Riding Attack

Client (1) GET /captcha.php + SESSIONID ~ Server (2)Create a

random
CAPTCHA.

CAPTCHA @ Set CAPTCHA
solution in
HTTP Session

(5) POST /verify.php + SESSIONID + Solution 6
Verify the

S

everal successful submits with
a single solution

SUCCESS, go to fllixt Q¥p )
|

FAILURE, go to

Found
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In Session CAPTCHA Brute-Force

Client (1) Server

@Create a
random
CAPTCHA.

GET /captcha.php

CAPTCHA @ Set CAPTCHA
solution in

HTTP Session
(5) POST /verify.php + SESSIONID + Solution 6
Verify the

=

APTCHA solution brute-force
with large number of requests @

SUCCESS, go t ) 3

CAPTCHA

FAILURE, go to 91t
Found
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OCR Assisted CAPTCHA Brute-Force

rGsyg r6sy9

D "

resyg
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OCR Assisted CAPTCHA Brute-Force

Solve CAPTCHA with an OCR

Bruteforce characters over the
sample space

Continue.... Or better refresh
SessionlD for a new CAPTCHA!?
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Attacking CAPTCHASs with
TesserCap
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Found
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The Weapon — TesserCap

FSi

Main I-Dptions Image Preprocessing

URL | http:/flocalhost 30004z42

10

& [ Start ] [ Stop

]

(FS] TesserCap 1.0

RE %

b air | Dptions| Image Preprocessing |

It Colors

Fed Green Blue

©)

Color Modification [-1 for no change]
Set |1 E:} as new Hed value @
Set |1 {:j as new Green value

Set |1 %:} as new Blue value

Grey Scaling

() Awerage (F+G+B)/2 @
O Human [0.21R+0.71G+0.078)

O Min Max Average ([Min[R,G Bl+MawR G BJ)/2
@ Mirimurn [Min(R.G,B])

) Maximum [Max(F.G B]) ’

Set Cutaff

Wiew/E dit [ Apply Cutaff Settings

HMLR

A

Greyzcale Buckets

Wiew/Edit Apply Bucket Settings

HMLR

A

Smoothing and Sharpening

B8 8

= = = S
TH 8 8 IIE%!I |
B8 (8

@ Smoath Mask1 (O Sharpen Mask 1

Chopping
[ activate 1 3] Passes

<= |1 & replace with & white
O Black

Border “width Modification

[ Activate .
e white

Forborder <= |1 (3], replace Witho Black
HMLR
ra

Irwert Greyzcals
[ Inwvert Grepscale tg ’

HMLR
v

Rl 1 EDZ

Y WX MEV

JAZYVC

|59 vazvve

|
%l

@

Deselect Al

>

) Sharpen Mask 3 |1 fv Passes

O SmoathMask 2 (O ShapenMask2 (O Shapen Mask 5[] Activate

Zuthor: Gursew Singh Kalra @ Foundstone [& Division of kdc2fee)

[TARRIRNNTANANRANRNRANN]

Progress [,.

)

Found
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Retrieve
CAPTCHA

CHML»

Found
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TesserCap Introduction

8 stage Image
preprocessing

— folt|—

Preprocessed
CAPTCHA

SABALR |

Tesseract-
OCR Engine

Extracted T



TesserCap Demonstrations
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Spatial Filters

This Image: Digital Image Processing, Second Edition By Gonzalez and Woods

Found
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Spatial Filters in Action

abc

FGURE 3.36 (a) Image from the Hubble Space Telescope. (b) Image processed by a 15 % 15 averaging mask.
(c} Result of thresholding (b). (Onginal image courtesy of NASA)

This Image: Digital Image Processing, Second Edition By Gonzalez and Woods

Found
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TesserCap Results

CAPTCHA Provider

Captchas.net 40-50%
Opencaptcha.com 20-30%
Snaphost.com 60+%
Captchacreator.com 10-20%
www.phpcaptcha.org 10-20%
webspamprotect.com 40+%
ReCaptcha 0%

Found

Professional Services A DIVISION OF McAFEE



Found

Professional Service

TesserCap Results

Wikipedia

Ebay

Reddit.com

CNBC
Foodnetwork.com
Dailymail.co.uk
Megaupload.com
Pastebin.com

Cavenue.com

SSSSSSSSSSSSSSSSS

20-30%
20-30%
20-30%
50+%
80-90%
30+%
80+%
70-80%
80+%

7

11

68

121

160

245
1000
32,534
149,645




Let's Play Nice
a.k.a. Gonclusion
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A Secure CAPTCHA Implementation

Client x Server (2)Create a new
@ GET /captcha.php + *SESSIONID @**SESSIONID

Create a new
CAPTCHA wit
Random Text
@ @Set CAPTC

solution in

CAPTCHA + **SESSIONID

HTTP Sessi
(6) POST /verify.php + SESSIONID + Solution @
Verify the
CAPTCHA
Clear CAF
SUCCESS, go to next STEP state or
@ SESSIO

FAILURE, Go to STEP 1
Found
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A Secure CAPTCHA Implementation

No client “influence on” or “knowledge about” the
CAPTCHA content

Random with a large sample space

High on complexity to perform image preprocessing,
segmentation and classification

The client should not have direct access to the
CAPTCHA solution

No CAPTCHA reuse







Thank You!

Gursev Singh Kalra (@igursev)

qursev.kalra@foundstone.com
http://gursevkalra.blogspot.com
http://blog.opensecurityresearch.com

Found
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